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Research Topic

e Intersection of:
o Personal computing
o Security
o Usability
e \Virtualization as a means to contribute to these areas by:
o Improving software distribution
o Improving data protection
o Maintaining trust (established security & reliability)
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Some Computer Security Principles

e Reduce size of trusted computing base (TCB)

e Apply the Principle of Least Privilege (POLP)

e Attempt to understand user intent

e Attempt to enforce isolation between applications



Classic Application of Principles

e Operating systems already do attempt to reduce TCB
e Mandatory Access Control (e.g. SELinux) for POLP
e User Account Control (UAC) for user intent

e Qubes OS (VM sandboxing) for selective isolation

"' User Account Control @

g3 Do you want to allow the following program from an
%/ unknown publisher to make changes to this computer?

Program name:  updater.exe
Publisher: Unknown
File origin: Hard drive on this computer

Vv | Show details Yes No

Change when these notifications appear




|dealistic OS-app Model

e Historically, hardware provided multitasking/multi-tenancy
e OS-apps:
o Talk to hardware without E
needing (much of) an OS
o Depend upon a virtualization
hypervisor for multitasking
e Desktop Decomposition:
o Reduces size of TCB
o Enforces extreme isolation
o Isolation helps make POLP
enforcement easier
o Few-purpose systems

easy to watch, secure ‘
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Benefits of Desktop Virtual Appliances

e Reverses disturbing trends:
o SaaS/AaaS (Software as a Service, Application)
o Software requiring installation/execution as Administrator
e Hardware more predictable than software-defined systems
e Reduces size of TCB: easier to engineer trustworthy
(secure, reliable) systems
e Rollback (on demand, on application close, etc.)



Virtual Machine Contracts

e Define expected operating environment

e Optionally define expected operating characteristics:
o IDS
o Resource usage patterns

e Allows distributing virtual appliance disk image or not



Virtual Machine Contracts

e OSCKAR Core:
o VMC processing/enforcement engine
o Provides an automation platform for developing
virtualization-related solutions
o Service provider/consumer architecture makes it
extremely versatile and extensible



Open Problems

e Software licensing

e Determining user intent

e Scalability (mem. deduplication? other types of virt.?)

e Hardware vulnerabilities (security issue, not a trust issue)



Current Progress & Future Work

e Build OSCKAR Core (for automation)

e Build/test Appify tool (first generation, with poor delegation)
e Implement basic DataStore (provides selective sharing)

e Test power consumption overhead

e Additional performance testing (some done before)

e Improve Appify tool (with preemptive worker VM creation)
e Implement user intent systems

e Incorporate user intent into improved User DataStore



Questions?
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